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Decision/action requested

Approve the proposed PCR to TR 33.819
2
References 
1. TR 33.819 Study on security for 5GS enhanced support of Vertical and LAN Services; (Release 16)
3
Rationale

This contribution proposes Threats and Requirements for Key Issue #6.2: CAG ID Privacy. This contribution replaces previously submitted S3-191828 and fixes typos in it.
4
Detailed proposal

*********************************************** Start of Changes ************************
5.6.2
Key Issue #6.2: CAG ID Privacy 

5.6.2.1
Key issue details

TS 23.501 [7] and TS 23.502 [6] support Non-Public Networks (NPNs) deployed with the assistance of PLMN using Closed Access Groups (CAG) and/or network slicing. These type of NPNs are called Public network integrated NPNs.  CAG is proposed as a mechanism to enable the network to prevent UE from trying to access a Network Slice dedicated to an NPN in an area where the UE is not allowed to use the slice ([6] clause 5.30.3). 

The procedure for network and cell selection and access control is illustrated in [6] clause 5.30.3 and [3] clause 4.2.2.2.2) and summarized below.

Before trying to access a CAG cell, the UE compares its locally configured Allowed CAG list against the CAG IDs broadcasted as plaintext (i.e., without confidentiality protection) by a CAG cell.

If the UE finds at least one matching CAG ID, the UE proceeds with a Registration procedure using its SUCI. The UE includes a CAG ID in the Access Stratum parameters when establishing an AS connection. The UE transmits the CAG ID as plaintext (i.e., neither confidentiality nor integrity nor replay protected)

The UE goes through a full primary authentication so that the AMF can obtain the CAG related subscription information from the UDM. AMF verifies that one CAG ID from the UE subscription corresponds to the UE selected CAG ID as forwarded by NG_RAN in the N2 message.

If AMF finds a matching CAG ID then the UE is allowed to access the CAG cell, i.e., Registration is accepted.

If AMF does not find a matching CAG ID then UE is not allowed to access the CAG, i.e., Registration is rejected. The UE removes the CAG ID from its Allowed CAG list.

5.6.2.2
Security threats






a. NG-RAN broadcasting its list of CAD IDs allows an eavesdropper to positively identify NG-RAN cell as a specific cell (e.g., serving a particular, sometimes small, set of Critical Infrastructure UEs). 
b. An adversary is able to eavesdrop on the UE Registration Procedure and learn the transmitted in the clear matched CAG ID. If the adversary is aware of sensitive CAGs (e.g., dedicated to Law Enforcement Agency (LEA)) they can infer the presence of members of such CAG (e.g., LEA).
5.6.2.3
Potential security requirements


· The 5G System shall support protection of CAG ID list broadcasted by the NG-RAN from eavesdropping and modification.
· The 5G System shall support privacy protection of the UE that is attempting to register to a CAG-enabled NPN
*************************************************** End of changes ******************************
